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Service Catalogue Diagram

ITU-ARCC services offer a variety of cybersecurity services to meet the difficult challenges of
fighting cyber threats and to support the center’s aim. These services align and agree with ITU
Global Cybersecurity Agenda (GCA), which intends to enhance the confidence and security in the
information society. The GCA was launched on 17 May 2007 for international cooperation and
strategies to improve cybersecurity posture in global. ITU-ARCC provides the following services:

Cybersecurity
Strategy and
Governance

® National Cybersecurity
Strategy NCS

@ Critical National
Information
Infrastructure
Protection CNIIP

® Child Online Protection
COP Framework

® Legal and Policy
Framwork

i Cybersecurity
Technical and
Assurance

® Digital Forensic Lab

® Cybersecurity
Assessments

® Cybersecurity
Competitions

® TNAS

@ Malware Lab Analysis

Incident
Management

® CIRT Assessment

® CIRT Implementation

® CIRT Gap Analysis

® Cyber Drill

Cybersecurity
Capacity
Building

® Cybersecurity Training
and Workshops

® Cybersecurity
Conferences and
Seminars

® Cybersecurity
Awareness
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iﬂéﬂi Cybersecurity Strategy and Governance

ITU-ARCC experts work closely with governments and public sectors to
develop national cybersecurity strategies with clear accountabilities and
responsibilities. The cybersecurity strategy includes robust programs to
enhance the cybersecurity capabilities and to fill the gaps in the cybersecurity

environment.
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National Cybersecurity Strategy (NCS)

Introduction

ITU-ARCC experts in close cooperation with governments and public sectors will develop a
national framework to drive the adoption of a national cybersecurity strategy. The
cybersecurity strategy includes robust programs to enhance the cybersecurity capabilities
and to fill the gaps in the cybersecurity environment.

Objectives \ Deliverables \

The main objectives of a national cybersecurity National Cybersecurity Strategy

strategy are to: workshop. High-level report
shows the key findings

- Study and analyze the country’s current recommendations of the way

cybersecurity status, needs and risk management forward for the establishment or

methodologies. enhancing of National

- Study institutional and organizational Cybersecurity Strategy.

requirements, and

arrangements for developing a comprehensive
National Cybersecurity Strategy.

* Provide high-level recommendations to improve
the cybersecurity posture of the country in order
for the implementation of the NCS.

« Conduct training to impart the necessary
knowledge on key concepts surrounding National

Cybersecurity such as its development and t 2 Y
production, as well as its implementation and
long-term sustainability
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Critical National Information Infrastructure Protection (CNIIP)

Introduction

Succeeding in the government sector is as important as succeeding in the Critical National
Infrastructure as their prosperous would robust the national economy similar to their
incapacitation or destruction would have a debilitating effect to the national economy.

ITU-ARCC experts extends its services and work closely with the Critical Information Infrastructure
department to help secure, enhance and strengthening the regional

cybersecurity capabilities by developing and assisting the organizational model of the CIIP
sectors, policy, process and procedures related to CNIIP.

Objectives 3 Deliverables \

The main objectives of the CNII protection framework A comprehensive report showing

the key findings and
recommendations.

are to:

» Assess the country’s current critical IT/OT
infrastructure on the national as well as sectorial level.
» Study and evaluate the current, processes,
organizational bodies and other establishments, if any
put in place as the national cybersecurity framework.
* Address the immediate concerns by carrying out a
gap analysis with each identified critical sector and
how best they can contribute in CNIIP plan.

» Assess the need to establish a centralized platform,
which address the risk for the critical information
infrastructure of the country at a national level.
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